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At present, the development of information technology, business and banking has 
become an indispensable means and tools. Use of information technology has become 
a key competitive advantage banking factors. However, in the information technology 
is widely used at the same time, information technology has also brought a security 
risk to the banking industry has brought a severe test. Late as the establishment of 
postal savings banks commercial banks, there was a major information security risks, 
ensure that the banking network information system security is to prevent and defuse 
financial risks of important initiatives. So how to build an efficient and secure 
banking network information system is worthy of our recognition of the straight. 
The dissertation describes the specific knowledge of network security and 
network security architecture, network information security principles in-depth study 
of the banking network information security threats in a systematic risk analysis, bank 
network security in the encryption information , firewall, intrusion detection, VLAN, 
access control and other techniques in-depth study. Then on the basis of these studies, 
build a security model based on a bank's network security analysis, the network made 
a partition, respectively, for different partitions different security policy and deploy a 
firewall, endpoint security management systems, intrusion detection (defensive) 
system, security log audit system, security management and other basic safety 
equipment monitoring platform, the bank formed a three-dimensional network 
security protection, detection and response system. 
Finally, the dissertation put forward reasonable proposals on postal savings bank 
network information security management. 
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20 世纪 80 年代以前，网络信息安全管理的研究尚处于起步探索阶段。20 世
纪 40 年代，人们将网络信息安全理解为通信保密，对于专业的攻击，所做的保
护措施就是加密。这一阶段就是通信保密阶段（COMSEC），标志是香农（Shannon）
于 1949 年发表的《保密通信的信息理论》一文。20 世纪 60 年代，由于资源共
享计算机系统以及早期计算机网络的出现，除通信保密以外的网络信息安全问题
逐渐显露出来。美国国防部从 1967 年开始，进行了历时 3 年的首次大规模计算
机安全的风险评估工作，并出版了《计算机安全控制》。这一报告的出版为国际
安全评估奠定了坚实的理论基础。 












进行建立风险管理。1995 年 9 月至 1996 年 4 月，美国国会提出“加强网络信息
安全，降低信息战威胁”的要求，为此美国总审计局对美国国防系统的信息系统
实施了一场大规模的风险评估工作。并发表了一篇《网络信息安全—针对国防部
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